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Figure 8.1 P25 Radio Configurations referenced from [5]

Backwards compatibility comes from the ability of P25 compliant radios to operate in
digital or analog modes. Under the P25 standard, any P25 compliant radio can
communicate with another P25 compliant radio in digital conventional, digital trunking,
wideband analog, or narrowband analog modes. This includes portables, mobiles, and
repeaters.

Vendor incompatibility occurs because of fundamental design differences in the
communication system as well as proprietary technology. These are overcome by
defining standards for the blocks of the communication system diagrammed in figure 5.1,
and covered in the CAI. The introduction of digital communication systems increases the
possibilities of incompatibilities in features such as encryption and vocoder algorithms.
Defining of standards helps to overcome this obstacle. Older radios that use proprietary
technology not defined by P25 standards will not work with P25 systems. For example,
older Motorola Astro radios have a digital format using an alternate vocoding algorithm,
which is incompatible with the IMBE standard defined by P25.

Another incompatibility issue involves the channels used within the radio frequency
bands. For interoperability within an agency, the system of repeaters must receive any
and all channel frequencies used by radios within the system. Additionally, this
requirement holds for any other agency that may need to operate on the system.

Many agencies are migrating to equipment using P25 standards. This should ensure
compatibility between future and legacy systems, compatibility between different
vendors, and a course for future changes. Despite the use of P25 equipment,
interoperability issues still exist, so it does not guarantee full compatibility. Further
research into the standards set forth by P25 would give more insight into possible
changes to the two-way radio infrastructure and feature set to enable safer, more secure
communication, and greater interoperability with other agencies and wireless systems.
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2G

3G
ADP
AES
AMBE
APCO
C4FM
CAI
CDPD
CQPSK
CTCSS
DCS
DES
ESMR
GPRS
GSM
HF
IMBE
LOS
LMR
MDT
MTSO
OTAR
P25
PSTN
PSWN
RD-LAP

RFSS
SHF
SMR
SMS
SU

UHF
UPS
VHF
VolP
VRM

Appendix A: List of Acronyms

Second Generation GPRS

Third Generation GPRS

Advanced Digital Privacy

Advanced Encryption Standard

Phase Il Vocoder

Assocation of Public Safety Communications Officials International
Continuous Four Level Frequency Modulation — type of DQPSK
Common Air Interface

Cellular Digital Packet Data

Simultaneous Phase and Carrier Modulation to minimize spectrum width
Continuous Tone-Coded Squelch System

Digital-coded Squelch

Data Encryption Standard

Extended Specialized Mobile Radio

General Packet Radio Service

Global Service for Mobile Communication

High Frequency

Improved Multiband-Excitation

Line-of-sight

Land Mobile Radio

Mobile Data Terminal

Mobile-telephone switching office

Over-the-air Rekeying — updates encryption keys over the radio network
Project 25

Public Switch Telephone Network

Public Safety Wireless Network

Radio Data Link Access Protocol

Radio Frequency

Radio Frequency Subsystem

Super High Frequency

Specialized Mobile Radio

Short Messaging Systems

Subscriber Unit

Telecommunications Industry Association

Ultra High Frequency (403-470 MHz)

Uninterruptible Power Supply

Very High Frequency (136-174 MHz)

Voice Over Internet Protocol

Vehicle Radio Modem
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Appendix C: Data Sheets

Los Angeles Fire Department

Mobile Radios
Make Motorola Motorola Motorola Motorola Motorola
Model ASTROSpectra | XTL 5000 XTL 5000 XTL 5000 XTL 5000
Band 800 MHz 800 MHz VHF UHF R1 UHF R2
Bandsplits 806-824 MHz | 764-776 MHz | 136-174 MHz | 350-470 MHz | 450-520 MHz
851-870 MHz | 794-806 MHz
806-825 MHz
851-870 MHz
Power I5W 10-35 W 10-50 W 10-40 W 10-45 W
Weight 6.1 lbs 6.1 Ibs 6.1 lbs 6.1 Ibs 6.1 lbs
Size 20HXx7.1Wx [20Hx7.1Wx [20Hx7.1Wx |20Hx7.10Wx | 20Hx7.1Wx
8.6D 9.1D 9.1D 9.1D 9.1D
Date 2000 2005-2006 2005-2006 2005-2006 2005-2006
Mode Analog/Digital | Analog/Digital | Analog/Digital | Analog/Digital | Analog/Digital
Conventional Conventional Conventional Conventional Conventional
Trunked Trunked Trunked Trunked
Encryption Optional Capable Capable Capable Capable
AstroSpectra: unclear as to whether encryption is optional feature require additional

hardware, or its an option to implement it on a transmission. Capable of
analog and digital modes.
XTL 5000: dimensions indicate W4, W5, or W7 dash mounts
XTL 5000: ASTRO 25 Digital Trunking, ASTRO analog and digital trunking, analog
and digital conventional
XTL 5000: Encryption type 11l and type IV including: DES, DES-XL, DES-OFB, DVI-
XL, DVP-XL, and AES algorithms. Supports ADP

Mobile Radios
Make Kenwood Kenwood Kenwood Kenwood
Model TK790(H) TK790 TK890(H) TK890
Band VHF VHF UHF UHF
Bandsplits 148-174 MHz 148-174 MHz 450-480 MHz 450-490 MHz
136-156 MHz 480-512 MHz
403-430 MHz
Power 45-110 W 5-45W 40-100 W 5-40 W
Weight 7.9 lbs 5.0 1bs 7.9 lbs 5.0 Ibs
Size 225Hx 7.0W 225H x 7.0W 225H x 7.0W 2.25H x 7.0W
x 12.75D x 9.0D x 12.75D x 9.0D
Date 1995-2000 1995-2000 1995-2000 1995-2000
Mode Analog Analog Analog Analog
Conventional Conventional Conventional Conventional
Encryption Optional Optional Optional Optional

Encryption is available as optional scrambler modules.
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Los Angeles Fire Department

Portable Radios
Make Motorola Motorola Motorola Motorola Motorola
Model ASTRO Saber | XTS 3000 XTS 5000 XTS 5000 XTS 5000
Band UHF 800 MHz 700/800 MHz | VHF UHF
Bandsplits | 403-470 MHz | 806-824 MHz | 700-776 MHz | 136-174 MHz | 380-470 MHz
450-520 MHz | 851-870 MHz | 773-797 MHz 450-520 MHz
803-806 MHz
806-824 MHz
851-870 MH=z
Power 1-4 W 3w 3 6 5
Weight 1.7 lbs 1.55 Ibs ~1.5 Ibs ~1.51bs ~1.5 Ibs
Size 9H x 2.9W x 6.58H x 2.44W | 6.58H x 2.44W | 6.58H x 2.44W | 6.58H x 2.44W
1.2D x 1.65D x 1.83D x 1.83D x 1.83D
Date 1999 2001-2006 2001-2006 2005-2006 2005-2006
Mode Analog/Digital | Analog/Digital | Digital Digital Digital
Conventional Conventional Conventional Conventional Conventional
Trunked Trunked Trunked
Encryption Capable Capable Capable Capable Capable

XTS 3000: analog only mode is optional
XTS 5000: Encryption optional, algorithms include AES, DES-XL, DES-OFB, DVP-

XL, and DVI-XL
Repeaters/Base Stations
Make Motorola Motorola
Model Quantar Quantar
Band 800 MHz UHF
Power 20-100 W 25-110 W
ERP = -
Weight 55 Ibs 551bs
Size 8.75x19x17 8.75x19x17
Date 2005-2006 2005-2006
Mode Analog/Digital | Analog/Digital
Conventional Conventional
Trunked Trunked
Encryption Capable Capable
Digital Ry

All models support Astro Digital, SECURENET, and analog operations.
Configurations include analog only, analog/SECURENET, and analog/Astro.
Trunk and encryption capable.
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Los Angeles Fire Department

Wireless Phones

Make Mitsubishi Various Various Various
Model ST-211
Service MSV Sprint Verizon Nextel
Type Satellite Cellular Cellular Cellular
Band 1626.5-1660.5
MHz
EIRP 12.5-16.5 dBW
Weight
Size
Date 2004 2005-2006 2001-2006 2005-2006
Data/Email | No
Wireless Data Terminals/Computers
Make Panasonic
Model CF-29
Service Motorola
We]ght 7.94 1bs
Size 23Hx 11.8W
x 9.5D
Date 2005-2006
Data Rate 19.2
Integrated Wireless Options
- CDPD
- GSM/GPRS

- 1xRTT/CDMA 2000



Los Angeles Port Police

Mobile Radios
Make Motorola Motorola Motorola Motorola
Model Spectra Spectra XTL 5000 XTL 5000
Band UHF UHF UHF R1 UHF R2
Range 403-433MHz 450-482MHz 350-470 MHz | 450-520 MHz
450-482MHz
482-512MHz
Power 20-40 W 50-110 W 10-40 W 10-45 W
Weight 5.51bs 10.5 Ibs 6.1 lbs 6.1 Ibs
Size 20Hx7.0Wx | 2.0H x 9.25W 2ZHx7.1Wx 2Hx 7.1W x
8.6D x 12.9D 9.1D 9.1D
Date 1999 1999 2005 2005
Mode Analog Analog Analog/Digital | Analog/Digital
Conventional Conventional Conventional Conventional
Trunked Trunked
Encryption | No No Capable Capable

Spectra: possible that this was mislabeled away from the digital ASTRO spectra. This is
because the spectra was released in 1991, the astro spectra in 1996, and
acquisition was in 1999.

XTL 5000: dimensions indicate W4, W5, or W7 dash mounts

XTL 5000: ASTRO 25 Digital Trunking, ASTRO analog and digital trunking, analog

and digital conventional

XTL 5000: Encryption type Il and type IV including: DES, DES-XL, DES-OFB, DVI-

XL, DVP-XL, and AES algorithms. Supports ADP

Mobile Radios
Make Icom M/ACom Motorola Motorola Motorola
Model IC-M602 M7100 ASTROSpectra | ASTROSpectra | ASTROSpectra
Band VHF 800 MHz UHF UHF UHF
Range 156.050- 806-825 MHz | 438-470 MHz | 403-433 MHz | 403-433 MHz
157.425 MHz | 851-870 MHz 450-482 MHz | 450-482 MHz
482-512 MHz | 482-512 MHz
Power 25 10-35 W 10-25 W 20-40 W 50-100 W
J0W
Weight 3 lbs 6 lbs 6.1 Ibs 6.1 lbs 11.2 1bs
Size 43Hx8.6Wx |20Hx69Wx |[20Hx7.1Wx |2.0Hx7.1Wx | 20Hx7.1Wx
4.3D 9.3D 8.6D 8.6D 8.6D
Date Various 2005 1999 1999 1999
Mode Analog Analog/Digital | Analog/Digital | Analog/Digital | Analog/Digital
Conventional Conventional Conventional Conventional Conventional
Trunked
Encryption No Capable Optional Optional Optional

ICOM: has voice scrambling UT-112 and has class D, DSC
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Los Angeles Port Police

Portable Radios
Make Motorola Motorola
Model ASTRO Saber | ASTRO Saber
Band UHF UHF
Bandsplits 403-470 MHz | 450-520 MHz
Power 1-4 W 1-4W
Weight 1.7 lbs 1.7 Tbs
Size 9Hx29W x | 9H x 2.9W x
1.2D 1.2D
Date 1999 1999
Mode Analog/Digital | Analog/Digital
Conventional Conventional
EncryEtion Capable Capable

Two encryption algorithms, unsure if these are astro and securenet.

Repeaters/Base Stations

Make Motorola Motorola
Model Quantar Quantar
Band UHF 800 MHz
Power 25-110 W 20-100 W
ERP i ==
Weight 55 lbs 55 Ibs
Size 8.75x19x17 8.75x19x17
Date 2005-2006 2005-2006
Mode Analog/Digital | Analog/Digital
Conventional Conventional
Trunked Trunked
Encryption | No No
Data Rate

All models support Astro Digital, SECURENET, and analog operations.
Configurations include analog only, analog/SECURENET, and analog/Astro.

Trunk and encryption capable.

Wireless Phones

Make Motorola Nokia Rimm Palm
Model Various Various Various Various
Service Various Various Various Various
Type Cellular Cellular Cellular Cellular
Weight

Size

Date Continous Continous Continous Continous
Data/Email No No Yes Yes
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Los Angeles Port Police

Wireless Data Terminals/Computers

Make Motorola
Model MLS850
Service Motorola
Weight 7.0 lbs

Size 1.7x10.8x9.4
Date 2000
Data/Email 19.2

Integrated Wireless

LAN 802.11b
WAN (GSM/GPRS, Private DataTAC, iDEN, CDMA) (optional)
Long Beach City
Mobile Radios
Make Motorola Motorola
Model Syntor X 9000 | Syntor X 9000
Series T73KEJTIO4AK | TA3KEJ7TI04AK
Band VHF VHF
Range 150-174MHz 136-154.4MHz
150.8-174MHz
Power 55-100W 20-40W
Size 25Hx 11.5Wx | 25Hx 11.5W x
16.0D 16.0D
Weight 22.51bs 22.5 Ibs
Mode Analog Analog
Conventional Conventional
Encryption | No No
Mobile Radios
Make Motorola Motorola Motorola Moetorola
Model Syntor X 9000 Syntor X 9000 Syntor X 9000 Syntor X 9000
Series T74KEJ7I04AK | T7T4KEIJ7I04AK | TOAKEITI04AK | T34KEJ7I04AK
Band UHF UHF UHF UHF
Range 406-420 MHz 450-470 MHz 470-488 MHz 470-488 MHz
482-500 MHz 482-500 MHz
494-512 MHz 494-512 MHz
Power 100W 50-100W 39-78W 15-30W
Size 25Hx11.5Wx | 25Hx115Wx | 25Hx11.5Wx | 25Hx 11.5W x
16.0D 16.0D 16.0D 16.0D
Weight 22.5 lbs 22.5 lbs 22.51bs 22.51bs
Mode Analog Analog Analog Analog
Conventional Conventional Conventional Conventional
Encry‘pﬁon No No No No
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Long Beach City

Mobile Radios

Make Motorola

Model VRM 600

Band 800 MHz

Range

Power 15

Size small

Weight 5 Ibs

Control D | N/A

Weight N/A

Mode Digital

Conventional
Encryption | No
No spec sheets available for this product.
Portable Radios

Make Motorola Motorola

Model Saber Saber

Band VHF UHF

Splitbands 136-150.8MHz | 403-433 MHz
146-162 MHz | 440-470 MHz
146-174 MHz 458-490 MHz
148-174MHz 482-512 MHz
157-174MHz

Power N/A N/A

Weight N/A N/A

Size N/A N/A

Date 1982 1982

Mode Analog Analog
Conventional Conventional

Encryption See Notes See Notes

Sabers came in secure-capable and non-secure versions

Earliest Saber introduced in 1986
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Long Beach City

Repeaters/Base Stations

Make Motorola Matorola Motorola

Model Quantar Quantar Quantar

Band VHF UHF 300 MHz

Power 25-125 W 25-110 W 20-100 W

ERP 150 200 500

Weight 55 Ibs 55 1bs 55 Ibs

Size 875Hx 19W x | 8.75Hx 19W x | 8.75SH x 19W x
17D 17D 17D

Date 2000 2000 2000

Mode Analog/Digital | Analog/Digital | Analog/Digital
Conventional Conventional Conventional
Trunked Trunked Trunked

Encryption | No No No

Digital Ry 19.2

All models support Astro Digital, SECURENET, and analog operations.

Configurations include analog only, analog/SECURENET, and analog/Astro.

Trunk and encryption capable.

Wireless Phones

Make NONE

Model

Service

Type

Weight

Size

Date

Data/Email

Wireless Data Terminals/Computers

Make Motorola
Model MDT 9100
Service N/A
Weight 20 Ibs
Size large
Date 1985
Data/Email | 19.6 kbps

Very little information available for the Motorola MDTs in general.
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CSULB Police

Mobile Radios

Make Motorola Motorola Motorola

Model Maxtrack CDM 1250 CDM 1250

Band UHF UHF (403-470) | UHF (450-512)

Channels 64 64

Power 15 1-25 1-25

Weight 3.15Ibs 3.15 Ibs

Size 2T X" 27x 777 2°x T

(HxWxD)

Date >10 years 2005 2005

Mode Analog Analog Analog

Conventional Conventional Conventional

Wideband Wideband
Narrowband Narrowband

Encryption | No No No

Quik call IT and MDC 1200 signaling (analog)

Portable Radios

Make Motorola Motorola Motorola Motorola

Model HT1000 HT1000 HT1000 HTI1000

Band UHF (403-470) | UHF (403-470) | UHF (450-520) | UHF (450-520)

Channels 2 16 2 16

Power 1-4 W 1-4 W 1-4W 1-4 W

Weight

Size 6.3"x2.3"x1.5” | 6.3"x2.3"x1.5” | 6.3"x2.3"x1.5" | 6.3"x2.3"'x1.5”

Date >10 years >10 years >10 years >10 years

Mode Analog Analog Analog Analog
Conventional Conventional Conventional Conventional
Wideband Wideband Wideband Wideband
Narrowband Narrowband Narrowband Narrowband

Encryption | No No No No
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CSULRB Police

Repeaters/Base Stations

Make Motorola Motorola Motorola Motorola Motorola
Model Spectra Spectra Radius M1225 | Radius M1225 | MSF 2000
Band VHF UHF UHF UHF UHF
Power 30 20 15 15 25
ERP 30 20 15 15 90
Weight
Size 19”x4"x16” | 19"x4”x16" | 6"x6"x2" 6"x6"x2" 19”x36"x15"
Date >10 years > 10 years 2000 2000 ~ 5 years
Mode Analog Analog Analog Analog Analog
Conventional Conventional Conventional Conventional Conventional
Encryption No No No No No
Digital Ry | - : e : :
Wireless Phones
Make Motorola Motorola Motorola RIM/Blackberry
Model 1830 1836 1860 7520
Service Nextel Nextel Nextel Nextel
Type Cellular Cellular Cellular Cellular
Weight
Size
Date < 2 years 2004-2005 2005 2005
Data/Email Yes Yes Yes Yes
Wireless Data Terminals/Computers
Make Sierra Wireless
Model MP 750
Service Cingular
Weight
Size 8"x6"x3"”
Date 2005
Data/Email | GPRS

This is a radio modem.
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