STATE OF CALIFORNIA » DEPARTMENT OF TRANSPORTATION

POSITION DUTY STATEMENT

PM-0824 (REV 7/2014)

CLASSIFICATION TITLE GFFICE/BRANCIUBECTION

Staff information Systems Analyst (Specialist) D20/nformation Technology (ITYCBD/Marysville 1T Office

WORKING T1TLE POGITION NUMBER EFFEGTIVE DATE
900-173-1312-024

 As a valued member of the Caltrans tsam, you make it possible for the Depariment to provide a safe, sustainable,

integrated, and efficient transportation system to enhance California’s economy and livabifity. Caltrans is a performance-
driven, transparent, and accountable organization that valuas its people, resources and pariners, and meets new
challenges through leadership, innovation and teamwork,

GENERAL STATEMENT:

Under the general supervision of the Data Processing Manager | (DPM ) daily, employee is assigned as a Staff
Information Systems Analyst (Specialist} to provide customer service and network support for District 20 in the Marysville
area. Incumbent will keep Immédiate supervisor apprised of training needs or skill enhancement needed to compiete
assigned job duties. In addition to this assignment and duties assigned below, the employee may be required to perform
other administrativa or analytical tasks on an as-needed basls.

=S
Parcantage Job Degeription
Essential (E)Marginal (M)!
35% E Lead Network Server Administrator: Maintain system security, physical and logical; configure,

monftor and maintain the District's virual server environment; installiconfigure new hardware and
softwara; apply operating system updates, patches and configuration changes; user account
access; resolve system fallures/errors; system performance tuning; customer support; maintain an
up-to-date inventory of servers and related equipment; introducefintegrate new technologies into
existing environmant; monitar system logs dafly; provide laadership over complex system
configurations.

5% E Lead Zenworks Administrator: Attend monthly Zenworks and Imege meetings, Creates and
maintains Zenworks application chjects used to push appiivation installations, upgrades and
application settings. Organizes and maintaing devices in Zenworks foiders.

15% E Lead Computer Energy Reduction Dacumentation (CERD) Administrator for the Department of
_ Transportation (Caltrans): Perform statewide power ranagement administration using Verdiem
Surveyor product, Maintain and configure CERD server. install patches and updates on the CERD
server. Develop Zen applications (o push new CERD clients. Document CERD procadures,
Create and monitor CERD adminlstrator accounts, Maintain communications with Caltrans CERD
administrators for aach District.

10% E Primary District Patoty Administrator: Attend monthly Patch Management meetings. Test and push
critical monthly patchas to District using Novelt Patchlink and Novell ZCM Pateh Management.

0% E Primary District e-Policy Orchestrator (6PO) administrator: Attend monthly ePO mestings. Maintain
‘ ePO console groups for Distrist 3. Notify desktop support of virus / Trojan infections on devices.
Work with Endpoint Enoryption soflware.

594 E Novel Print admiristration. Maintain Novel print servers and print queues for eDirectory printing.
5% M Backup District Administrator. Perform data restores,
5% M Back up Domaln and Active Directory (AD) administration. Provide back up support for Domain

and AD administrator: oreate user accounts: reset passwords; amend user data access; modify
group access and membarship,

e

ADA Noti For Individuats with sensory disabliities, g document 12 evalatle in siterriate formats, For information, call (916) 445-1233,
OHEE 1y 741, or weite to Records and Forms Management, 1120 N Street, MS-89, Saoramantg, CA 96814,
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IESSENTIAL FUNCTIONS are the core dutlas of the position that cannct be reaesighaed.
MARGINAL FUNCTIONS ara the minor tasia of the positlan (hat can be assigned to others.

SUPERVISION OR GUIDANCE EXERCISED OVER QTHERS

__None,

KNOWLEDGE, ABILITIES, AND ANALYTICAL REQUIREMENTS

Must be able to work ingependently, Must have detailed working knowledge of Novell Netware, Zenworks, eDirectory,
Windows operating systems, Active Directory, and related software tools and utilities; hardware virtualization; technical
documentation and report writing, principles of public administration, organization and management; and have the ability
to comprehend future electronie information technology trends. Must be familiar with the provisions in the State
Administrative Manual, Calirans Policles and Precedures, State levei policies and procedures related to the acquisition
and management of Information Technology, IT Project Management methodologies, as well as other control doouments
which relate to the IT Branch,

Must be able to work independentiy with a high level of axpertise. Must be able to manage the operation of the hardware
and software installed in or used by the District. Employee must have skili in the documentation of these software
technologies including flow charts, system narratives, system testing procedures and data guidance and user
Instructions. Must have the abllity to plan, organize and control a varlety of IT projects and services. Must have the abiiity
to skilifully deal with the full range of clients, partners, and management, establishing and maintalning effective working
relationships; communicating effectively verbally and in writing.

Must be able to analyze data and situations, identify and solve problems, reason logieally and draw conclusions; develop
effective solutions; apply creative thinking in the design of methods of processing data with electronic computers; monitor
and rescive problems with iInformation processing systems hardware, software, and processes. Employee must have a
leve!l of analytical ability necessary to mplement compiex new software technologies. The abiilty 1o apply sound fudgment
in test situations and the ability to analyze factors capable of affecting test resulis.

RESPONSIBILITY FOR DECISIONS AND CONSEQUENCES OF ERROR

The employee is responsible for desisions, actions and consequences related to the operation of the District's complex
server configurations. The failure of which could result in the loss of District and North Reglon communications and/or
data, equipment damage, loss of employee productivity and user dissatisfaction. The smployee must exercise gotd
Judgment, analyze problems and teke appropriate action. -

PUBLIC AND INTERNAL CONTACTS

Must establish and maintain cooperative working relatianships with District and Reglon staff and outside vendors. Interact
directly with District and Reglon technical staff to kesp systems on-line, May also deal with other State, Federal, County
and Clty agencies in coordinating network access and communications.

PHYSICAL, MENTAL, AND EMOTIONAL REQUIREMENTS

Must maintain strong working relatlonships with District, Reglon, Headquarters management, staff and outside vendors,
Interact directly with Headquarters and Reglon technical staff to keep systerms on-line. May be assigned to commitiess as
District expert, The employee will have frequent personal contact with district users and management, HQ IT, other
District IT Managers, other governmental agencies, and private T vendors, Must be able to maintain composure.

WORK ENVIRONMENT

In this position the incumbent will perform work indeors in a climate-controlled environment under artificial lighting.
Incumbent may be required to work in a computer room, which maintains a constant temperature of 85 degrees for
extended pariods of time, The employee rmay encounter dust i network closets or under computer room raised floors.
Occasional travef to remote sites will ba necessary. A Stats vehicle may be available. If travel will be performed in a state
vehicle, a valid Californiz class C driver's license is required.

I have read, understand and can perform: the duties listed above. (If you believe you may require reasonable
accommodation, please discuss this with your hiring supervisor. if you are unsure whether you require reasonable
accommodation, Inform the hiring supervisor who wilt discuss your concerns with the Reasonable Accommodation
Coordinator.)
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EMPLOYEE (Print)

_ EMPLOYEE (Signature) L ... ... _ DATE

| have discussed the duties with, and provided a copy of this duty statement to the employee named above.

SUPERVISOR (Print)
FARRELL SAVAGE-LOW
SUPERVISOR (Signature) DATE




