STATE OF GALIFORNIA » DEPARTMENT OF TRANSPORTATION
POSITION DUTY STATEMENT
PR-0924 (REV 712014)

CLASSIFICATION TITLE CFFICE/ARANGHISECTION

Staff Information Systems Analyst (Speciaiist) D20/nformation Technology (ITYCSD/Oakland IT Office
WORNING TITLE , ~|PORTTION NUMBER EFFECTIVE DATE
Configuration/Management Lead Analyst 400-174-1312-824

As a valued member of the Caltrans team, you make It possible for the Department to provide a ‘safe, sustainable,
Integrated, and efiicient transportation system to enhance Californla's sconomy and lvabllity. Callrans is a performance-
driven, transparent, and accountable organization that values its people, resources and painers, and meets new
challenges through leadership, innovation and teamwork.

(BENERAL STATEMENT:

Under the general supervision of the District Information Technology Manager (DPM 111}, the Incumbent will Independently
andfor per instructions perform a full range of complex tasks In the hardware and software configuration and management
of microcomputer systems. This includes analysis, testing,development, configuration, installation, Implementation,
operation, maintenance and docurnentation of hardware/software installation, imaging, creation of add-on packages
{automated software installations) and systems administration of varlous desktop (push, security and asset) management
software tools. The incumbent perfarms key roie In advancing desktop technical management and often acts as project
and task Jeads over other analysts In information technology in support of micrecomputer (device) systems.

TYPICAL DUTIES:

Parcentage Job Desoripilon

Egsanlial {E)VMarglnel ()7

0% E Research, develop, test, standardize, plan, document and deploy microcomputer, peripheral and
smait devices configuration and management procedures for the district. Test departiment base
universal images, add-on applications, push applications, autormated software instailafionig,
Develop/recommend the (add-on, push, autemated as well as manual installation/cenfiguration)
dlstrict versions for those delayed and/cr not avaiiable from the enterprise, Writs program/code!
scripts to automate software Instalations and repeated routines, Perform systems adminlstration of
desktop management lools (Zenworle Configuration Management (ZCM), Patohilink, McAfee
eFolicy Orchestrator (eOP), Verdiem) for desktop remote configuration management,
authentication and security management, and asset management. ldentify and document
configuration and infegration of aperating systems and varlous third party sofiware applications, .
peripherals, and smart devices (Blackberry, iOS, Android). Identify and standardize manual
procedures wheh automation is not available or is the only solution, Resgarch and develop
emerging BYOD communication device practices, :

5% E Coordinate with various headguarter and district counterparts performing or leading the same
technical functions. Act as technical representative and subjact matter axperts for various groups/
committees — operating systems (Windows, imaging),configuration and asset management
{(Verdiam, ZGM), Desktop Sacurity (eP0, EndPoint) and hardware/software standards, Integrate
and communicate the efforts amongst the groups performing various tasks in support of all facets
of deskiop computing operatian. ldentify problam areas andfor recommend the best practice
solutions. Gather informatien and provide repoits, Assist in setting and making recommerdations
an desktop standardization. ’

165% E Deveiop, integrate, tast, validate and document the multitude of operational procedures and
Instructions for use by IT support staff and/or customars (users). Document systems architecture
Information and create manuals that are updated reguiarly in both hard and soft copy versions.,
Provide cross-training to IT support staff and users, and participate in customer meetings to
promote customer satisfaction of services glven, Malntaln asset inventory,

ADA Notice For indhiduala with sensory disabililies, thla document is avaliable in aitermate formats, For Informatian, eall (918) 445-1233,
TTY 714, o wrlle fo Records and.Forms Manzgement, 1120'N Siraal, MS-88, Satranmento, GA G5844,



raports and documentﬁatriron.r ) '
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10% E Parform up to third levsl desktopfpersenal computer (PC) support, Asslet tech support staffin
diagnosing and resolving more complex computer problerms, Perform various tasks including
computer rollouis, Imaging, multicasting, Installation, Assist in respanding end resolving customer
asslgned helpdesk tickets,

1ESSENTIAL FUNGTIONS are the core duties of the poslfon that cannot be reassigned.
MARGINAL FUNCTIONS are the minor tasks of the posltion thal can be asslgned to othars,

SUPERVISION OR GUIDANCE EXERCISED OVER OTHERS
None; however, will often act as 2 project or task lead amongst co-workers and other team members,

KNOWLEDGE, ABILITIES, AND ANALVTICAL REQUIREMENTS

Employee must have a comprehensiva backgreund in all aspanis of deskfop systems information technelogy and
possess advance working knowledge and expsrlence In support and operations of computer hardware (workstations,
laptops, tablets, peripherals and smartphonea/devices), Operating Systams (Windows 7/XP, Unix, Mac 08, 108, Androki,
Blackbeny); Networking Oparating Systems (Unix, Novell and Windows, NDS, Active Directory); Local Area Networks:
various tesktop and server based software applications especlally tools for offive automation, software packaging,
configuration management, sacurily menagement and asset management including Zen Gontrol Managermsnt, Zen Asset
Management, Verdierm, EndPoint encryplion, ePO, AdminStudio. Employse must be able to extensively code/program/
st¥ipt and be familiar with wotkgroup server adminlstration,

Employse must have working knowladge of State policles and procadures pertaining fo Information technology Including
the State Administrative Manual and the department's current policies, procediures, standards and methodologies, The.

employee needs a warking knowledge of the principals and practices of analysls and interpersonal relationships In order
to facliitate communication with various technical and nontechnical individuals and use proactive techniques In rasolving
problems ensounterad. :

Employee must have abilily to analyze information and situations, identify and solve problems, reason logically, and draw
valid conolusions; develop effective solutions; apply creative thinking In the design of methods of processing Information
with Information technology systems; monitor and resolve problems with information technology systems hardware,
software, and procosses; and be pro-active in leaming and recammending emerging standards,

Employee must be able to organize and priotitize; be pro-active and able to multi-4ask; adapt to changes In priorities;
complete tasks of projects within deadiinea and work with minimal supervision as well as follow direct Instructions; work
independently andfor cooperatively for an effective working relationship with others ; be a team player; communicate
effectively and skilifully deal with the full range of paers and clients (from the novice to the expert) for an effective working
relationshl and customer service; Must keep acourate and up to date datafrecords, create and write technical

RESPONSIBILITY FOR DEGISIONS AND CONSEQUENCES OF ERROR

The employee must exercise good judgment, analyze: problems and lake appropriate action. Poor decisions, actions of
recomimendations could result in significant losses of departmental efficlencies through unneceseary delays, loss of data,
loss of resources, equipment damage, and uger dissatisfaction affecting departrent operations and project delivery,

PUBLIC AND INTERNAL GONTACTS

The employes will have contact with computer users at all levels including the district executive management, staff, local
I'T support unit as well aa IT tounterparts from headquarters and other districts, local partners, contractors, consultants,
and vendors. Contacts coukl be in person, mestings, phone, VTC, audio or web conference, email, fax, internet, or by
regular mail. : ‘

PHYSICAL, MENTAL, AND EROTIONAL REQUIREMENTS

Physlcal requifements may Include moving various large pleces of computer hardware, sitting for long periods of time,
banding, stooping, kneeling and repetifive KViM use (keyboard, video and mouss). The position will also require
sustained mental aclivity needed for deskdop support troublesheoting and applying problem solving, analysis, and
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reagoning when responding to cifents problema as well as Tn 1he canstant testing, troubleshooting, developing and
performing IT technical systems and procadures. .

Incumbent must have abiilty to malntain coaperative working relaticnshtps with peers and clients and to respond
appropriately in difficult situations. Must possess the abllity to communioate to an individual as well as a large group, to
lead others, to act Independantly or follow directions, Must be able to work cooperatively with others and be able to
malntain composure, resoive emotionally charged issues reasonably and diplomatically.

WORK ENVIRONMENT

The Incumbent will normally work in a climata-controfled building offtece envirenment under artificial lighting, Wark
environment Includes cubicles areas, (abs, office areas, and computer reom. Lifting and moving computer eduipment
(workstations, monitors, printers end other peripherais) is routine. Regular business hours are the normej gchedufe but
sometimes adjustments may be subject to projact delivery achedules and operational recovery requirements. Employes’s
dulles may also require travel to remote district offices, Sacramento Headquarters, vendor or contractor locations for
mestings or tralning. Departmental safety pracautions and procedures must be followed at worksite and when traveling.

| have read, understand and can perform the duties listed above, (If you belleve you may require reagsonable
accommodation, please discuss this with your hiring supervisor. If you are unsure whether you require reasonable
accommodation, Inform the hidng supervisor who will discuss your cohcetns with the Reasonable Accommodation
Coordinator.)

EMPLGYEE (Pring)

EMPLOYEE (Signature) ‘DATE

I'have discussed the dutles with, and provided a copy of this duly statement to the employee named above.

SUPERVISOR (Print}

SUPERVISOR. (Signature) : DATE




